












































































































































































































'I'OP ~i:C&i::T//OOUHIT//~iOPORJ:if//F.!.SA 

(TS,1,1SYREL TO USA, AUS, CA:N, GDR, NZL) On or about 

during- preliminary investigation, the FBI received information from the 

NSA indicating that someone named -using the- telephone number 

had stated that 

At the time, llllllwas linked to the .... 
On or about 

of telephone number 

-was identified by the FBI as a user 

10 Based on that identification, the fact that-

was formerly the subject of ~preliminary investigation, and the phonetic 

similarity between -first name -and the name-the­

Division converted the preliminary investigation of the unknown user of 

into a full investigation of-

(TS//SI) During the full investigation, the FBI obtaii.7.ed authorization from this 

Court to conduct electronic surveillance of 

Court-authorized electronic surveillance of 

-revealed that -and-outinely discussed 

Also through this investigation, the FBI has identified other 

individuals in the United States who are believed to be involved in 

11 
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for-■ full investigations have been opened as a result of information 

obtained through the-investigation. The FBI has also identified certain methods 

and means that these individuals use to , including the 

suspected use of 

(~//OC//NT) The FBI is working with the Department of Justice, National 

Security Division, and the United States Attorney's Office, 

- to indict~n criminal charges that include, but are not limited to, ■ 

~On or about , the FBI opened a full investigation of -

-==--- =-- --~~-~~~ -- - --~~---- -~-- --~- -- - -- ------ -

- ------=---=-- - --= - __ - __ -=---- - - -=--=- - --=--~--=---":c,. --=-=-- - --=---=- - -_-= - -_ -=----

- --
- =-- ---=-- -==--=---=--CC:::---=-=----=::-__:::::__==-=----=-----==-~--===-=-=-'==----==2===----==-==---= - =------==-==-=--------=---=--.- -=~-;----==--~--=-----=- ----=--=----=-=-=-- ---~ ------=-

___ - ---===----------=------=----=-------=---=-------- ___ --=-=::_-==-- ___ --------.:::_~ _-----------------=-- ---

-based on information indicating that ~ade terrorist threats 

and were connected to- On or about the FBI closed this 

investigation ( the 1111 investigation) after pursuing all available leads because the U.S. 

Attorney's Office, 

additional evidence could be obtained. 

(TSYOC/f1>W) On or about 

. was reluctant to proceed unless 

the FBI received a BR FISA 

metadata report from the NSA that included information ai.7.d contact chaining analysis 

31 August 2009 Production 
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I OP S .a.CH'!// COMilif'f //lifOf'Orai// Fl: ~A 

indicating that 

each been in contact with several cellular telephone numbers in--that 

were believed to be used by-11 The 

numbers were, in tum, in contact with 

cellular telephone 

telephone numbers believed to be 

d 

associated with which are owned 

by 12 In addition, the BR FISA metadata report stated that a -

telephone number, repo1tedly registered t 

had also been in contact with two of the aforementioned - telephone numbers. 

(Sff.N1B- Based upon the information obtained in the~ investigation, 

information obtained from another i.i.-rvestigation that had been conducted fromllll 

, 14 and on the information provided by the BR FISA metadata 

report, the FBI re-opened the full terrorism investigation of n-- (SNOG'/Hf) Since re-opening the investigation ii .... , the FBI has received 

reports from various sources, -are connected to and .... 
an 

14St The F~ently confirmed via an NSL that-and -ere the subscribers 
of two of the ..... telephone numbers. 

13i9t-According to U.S. Intelligence Community reporting, 
__ that is ~es~onsible for directin.g and supporting 

~ In , the FBI re-opened the full investigation of ased on a.11. 

ai.,onymous letter alleging that they supported-. The FB L uncovered no new additional 
evidence, and closed the investigation again in--

13 
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~The FBI continues to investigate suspected- for 

- The FBI recently obtained renewed FISC authority to conduct electronic 

surveillance and ph~sical searches o~telephone and e-mail accoUi'1ts, as well 

as-elephone and e-mail accounts, as agents of 

The FBI's investigation of is ongoing. 

(TSHSit,'OCN}W) On or about , the FBI received a BR PISA 

metadata report from the NSA that included information and contact chaining analysis 

indicating that associates of 15 

living in the , had been in contact with several U.S. -

telephone nurnbers.16 According to the NSA's BR FISA metadata report, two of the 

foreign telephone numbers th.at were in contact with - one 

cellular number and one- cellular number, were also in contact with U.S. telephone 

An Internet search of ~y the FBI revealed -

as the apparent subscriber of the telephone number. 

Furthermore, toll billing records obtained via NSL's in. by the FBI in 

connection V1ri.th other FBI i.i.1.vestigations revealed that-ad been in contact 

with telephone nunlbers associated with four other pending counterterrorism 

investigations. That information, in conjunction ·with the infoTIIl..ation obtained from the 

15 (IS((SWOCZ~W) A · is the leader of a mainly 
· · and maintains ties to more radical members of 

0 ization designated by the Interagency Intelligence 
Committee on Terrorism (IlCT) as a tier 1 support entity to-
16 · · • us reports regarding~d his activities from both the 

1'0P SECR.E! //COMTM'!'//NOFORl:i//FISA 14 
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BR FISA rnetadata program, formed the basis for the FBI's decision to open a 

preliminary investigation o~ The preliminary investigation was opened on 

(SNOCHHF) During the preliminary investigation, the FBI learned that 

board member of 

According to 

On or about 

that-had been designated by 

reported to the FBI 

as a po:L.--it-of-contact for-

a senior member o- and that has donated 

funds to- Based on tJiis additional information, on_, the FBI 

converted the preliminary investigation of o a full investigation. 

(£t/1>W) The FBI has obtained information about several financial transactions that 

suggests-is providing material support to a foreign terrorist organization. On in-
According to the CIA, -was a member of. 

as well.as the In addition,-sentllll to-in-on . The CIA has reported that-
is believed to be a member ofllll Finally,-sent- to 

TOP SECRET //COMTbTT//1J.i.Oi'ORN//FI£A 15 
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-• in . According to the CIA,_s a 

former senior member of-

(SNtW) Although these known money transfers to and 

- are not particularly large, they do show connections between-and 

members and former members of.. These connections are troubling in light of 

significant account activity that occurred o~. On that date, -

made deposits to his checking account o-and- including- in 

foreign currency. - also transferred-a a~ank named 

This transfer is 

suspicious because it is larger th~ typical transactions. 18 

(£.'/J:-ff}·The FBI continues to investigate and has begun to receive 

and .analyze responses to eleven national security letters that were served during 111111 

111111 The FBI is also investigating the-bank account that received- from 

(TS,l/~1'/0C/-/J>tF) On or about , the FBI received a BR FISA 

metadata report from the NSA that included information and contact chaining analysis 

~OP Si:C:RET//GOMI!ff//UOFO!tN//~!SA 16 
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indicating that a~ellular telephone number used by several extremists associated 

with the had been in contact with several U.S. telephone 

numbers, indud:ing cellular number The FBI's 

database contained information from another investigation indicating that the subscriber 

of the- telephone number was Based on the infonnation 

contained in the BR FISA metadata report, the ~i vision was instructed by FBI 

HQ to conduct a threat assessment of the user of the ostensibly-

- (Sf/fWHOC) Th-Division subsequently received information from a 

that had been killed 

on or about 

Based on the BR FISA metadata, the information 

identifyi...ng the subscriber of the-elephone number, and 

the FBI'-Division opened a full investigation of 

alleged association with-

had been reported killed, the FBI elected tD investigate, inter alia, 

whether the report of death was accurate and whether others traveled 

overseas and took part in terrorist trainiJ.1g with him in-

(lJ) Conclusion 

(T5//5I) Tne facts set fo:rf..ti. above demonstrate that the BR FISA metadata has 

historically proved to be a valuable source of intelligence to the FBI. Its historic value 

leads me to conclude that the BR FISA metadata will continue to be a valuable source of 

TOP Si1CiUi:T//COMTN?//NO'H'QBN/ (FISA 17 
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intelligence that is relevant to numerous FBI-authorized international terrorism 

ii.'"westigations. Accordingly, I hereby certify that the BR FISA metadata is relevant to an 

authorized investigation (other than a threat assessment) to obtaii.7. foreign intelligence 

information not concerning a U.S. person or to protect against international terrorism or 

clandestine inteiligence activities, and that such investigation of a U.S. person is not 

conducted solely on the basis of activities protected by the First Amendment. 

(U) Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the 

foregoing is true and correct. 

ROBERTS. MUELL III 
D. I 

rrector · 
Federal Bureau of Investigation 
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